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BY JOHN KELLER, EDITOR IN CHIEF v

The Army’s future mission is vague,
leaving industry with little direction

A variety of factors are gathering
into a potential perfect storm that
could threaten the U.S. Army’s fu-
ture mission, the continuing rele-
vance of the oldest American mil-
itary service, and how the defense
industry can move forward to sup-
port the Army’s needs.

Some of these factors are well-
known: sequestration, dim prospects
for budget growth, and substantial
technology research and develop-
ment that for most practical purpos-
es has come nearly to a dead-stop.

Perhaps most serious, however, is
how top military and civilian lead-
ership define the Army’s role mov-
ing into the future, the top threats
the Army will evolve to meet, and
the very relevance of a large stand-
ing Army in an era when large-
scale, big-iron military land battles
appear to be part of the past.

Here’s where we are today: U.S.
military forces are finishing their exit
from Iraq, where they have operated
for more than a decade. Their final
exit from Afghanistan is but a few
years off, or less. When operations on
Southwest Asia are completed, where
does the Army go from there?

The Army has had a clear set of
missions since the U.S. entered World
War II in 1941. Although the close of
the Second World War in 1945 saw
a rapid drawdown in U.S. military

power, the strengthening Soviet
Union was on everyone’s mind.

Less than five years after World
War II ended, North Korea invaded
South Korea, which created anoth-
er sudden and dire mission for the
Army. That mission grew from con-
taining North Korean forces to con-
taining Communism around the
world, which continued until the fall
of the Berlin Wall in 1990. One year
later, Iraq invaded Kuwait, which
gave rise to Operation Desert Shield,
and eventually the military oust-
er of Iraqi forces from Kuwait in Op-
eration Desert Storm, in which the
Army played a central role.

For the next decade, keeping an
eye on a contained-but-restless Iraqi
military, on ethnic strife in what
then was Yugoslavia, and on other
simmering hot spots throughout the
world held the Army’s attention and
helped define its mission.

Today things are different. Coun-
ter-insurgency operations are near-
ing an end in Iraq and Afghanistan,
Russia does not pose the immediate
military threat that did its predeces-
sors of the Soviet Union, and Europe
has been relatively quiet.

Still, trouble spots persist in areas
like Syria and Iran, but with no open
conflict yet involving U.S. Army forc-
es. There is no immediate and dire
threat in these areas, and hence no
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clear Army mission—at least not yet.

So how does the Army move for-
ward? Counter-insurgency, certainly.
Special Forces capability, of course.
But what’s the role of the large
Army infrastructure involving large
combat infantry units, main bat-
tle tanks, armored fighting vehicles,
and other organizations designed
for large ground conflicts?

I'm not sure there is a role, and
I'm not convinced that the top Army
leadership today knows what its role
in the future will be, either. May-
be the Army is at a moment of tran-
sition, and leaders will get a handle
on the Army’s core mission some-
time soon. With the civilian lead-
ership vacuum we have in Wash-
ington, I'm not sure the Army will
be able to do so. If Army leaders are
unable to define the Army’s long-
term mission clearly, then the de-
fense industry will have no idea
how to proceed, other than to guess.

These factors were on display just
below the surface last month at the
Association of the U.S. Army (AUSA).
What was striking in exhibits was a
lack of direction in where we go from
here. It was as though the industry
were pointing out to the Army offi-
cers walking the aisles how far tech-
nology has led us to this moment, yet
pleading for direction on where the
industry should go from here. €
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Space scientists at NovaWurks
to help DARPA reuse parts from

orbiting dead satellites

BY JOHN KELLER

ARLINGTON, Va.—U.S. military re-
searchers are looking to designers
at NovaWurks, Inc. in Los Alami-
tos Calif., for advanced work in a

T 5
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NovaWurks will help DARPA with a project to reuse
antennas, apertures, and other components from

decommissioned satellites.

project to reuse satellite antennas,
apertures, and other components
from decommissioned satellites.

Spacecraft experts at the U.S.
Defense Advanced Research Proj-
ects Agency (DARPA) in Arlington,
Va., have awarded a potential $42.6
million contract for the second and
third phases of the Phoenix pro-
gram, which seeks to use still-
good components from dead satel-
lites parked in high-Earth orbit for
building new satellites robotically
while in orbit to reduce the costs of
replacing failed satellites.

The contract has a base value
$30.8 million, and four options col-

lectively worth nearly $11.9 million.
NovaWurks won a $2.9 million
contract for the first phase of the
DARPA Phoenix program in early
2012. Also working on Phoe-
nix phase 1 were experts
at MacDonald, Dettwiler
and Associates Ltd. in Rich-
mond, British Columbia.
Phoenix seeks to dem-
onstrate around-the-clock,
globally persistent commu-
nication capability for war-
fighters more economical-
ly by robotically removing

and re-using GEO-based
space apertures and anten-
nas from de-commissioned
satellites in the graveyard or
disposal orbit.

DARPA is asking NovaWurks
to develop an integrated proxim-
ity awareness system (IPAS), ren-
dezvous and proximity operations
(RPO) technology suite, synergistic
number of degrees of freedom (N-
DOF) test facility support, virtual
ground station operations, and pay-
load orbital delivery system (PODS)-
hosted launch.

The company vision of Nova-
Wurks is to provide access to the
exploration of space for everyone—
not just space agencies, the govern-

CONTINUED ON PAGE 8 =
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Crane Microwave to
maintain B-1 electronic
warfare components in
$12.4 million contract
Electronic warfare (EW) ex-
perts at Crane Electronics Mi-
crowave Solutions in Chan-
dler, Ariz., will maintain
several kinds of electron-

ic components and subas-
semblies in the AN/ALQ-161A
defensive avionics system
aboard the U.S. Air Force B-1B
Lancer strategic jet bomb-

er under terms of new $12.4
million contract. Officials

of the Air Force Targeting &
Electronic Warfare office at
Robins Air Force Base, Ga.,
are asking Crane engineers to
provide depot-level mainte-
nance of nine shop-replace-
able units in the ALQ-161A
radio-frequency surveillance
and electronic countermea-
sures (RFS/ECM) system on
the B-1 bomber military air-
craft. Crane staff will main-
tain ALQ-161A yttrium iron
garnet (YIG) reject filters
with drivers; YIG band pass
filters; and digitally tuned os-
cillators. The AN/ALQ-161A
Defensive Avionics System on
the B-1B bomber identifies,
acquires, and denies ene-

my radars and missiles. Built
by AIL Systems Inc., the AN/
ALQ-161A is an integrated RF
countermeasures system. €

www.militaryaerospace.com
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DARPA CONTINUED FROM PAGE 6

ment, or the military. The compa-
ny seeks to enable the individual to
capture instant, unaltered, afford-
able images of any location on the
Earth at any time.

Through Phoenix, DARPA seeks
to speed deployment of emerging
technologies into on-orbit space
systems at much lower cost than is
possible today, DARPA officials say.

In the first phase of the Phoenix
program, NovaWurks experts de-
signed different tools for on-orbit
salvage of satellite subsystems, and
a prototype tool for ground tests to-
gether with Front End Robotics En-
abling Near-term Demonstrations
(FREND) robotic arm.

In the second phase, company
experts will design an on-orbit sal-
vage tool, as well as software for
integration with the FREND con-
trol computer. The third phase calls
for NovaWurks to deliver hard-
ware and software for integration
with the FREND arm and control
computer.

The idea behind Phoenix is that
building new satellites robotically
in orbit using recycled components
would be much less expensive than
simply junking failed satellites, and
building and launching new ones
from scratch.

These satellites would operate
in geosynchronous orbit, which
matches the speed of the Earth’s
rotation and makes them operate
in one spot above the planet’s sur-
face. Stationary orbits are extreme-
ly high, and repairing or retrieving
failing spacecraft at these distanc-
es today is nearly impossible.

Government experts have estab-
lished a graveyard orbit high above
the Earth’s surface for disposing of
decommissioned spacecraft where
they pose little risk of colliding with
functioning satellites. The grave-
yard orbit is necessary because de-
orbiting these high-altitude satel-
lites is dangerous and expensive.

Until now, the graveyard orbit
has been a celestial junkyard filled
with decommissioned satellites of

no use to anyone. Even though they
no longer function, however, these
junked satellites often still have
useful components like antennas
and sensors.

DARPA officials want Nova-
Wurks to develop technology able
to launch orbiting robots that can
salvage still-useful satellite compo-
nents from the graveyard orbit and
use them to build new satellites.
Spacecraft in geosynchronous orbit
are particularly useful for military
and civil communications and per-
sistent surveillance.

A previous DARPA solicitation re-
quested industry proposals for sat-
lets, a payload orbital delivery sys-
tem (PODS) to orbit satlets quickly,
and a separate on-orbit satellite ser-
vicing spacecraft with grasping me-
chanical arms and robotic tools to
salvage spacecraft components and
construct new satellites. €

FOR MORE INFORMATION
visit NovaWurks online at
www.novawurks.com, or DARPA at

www.darpa.mil.

Slide show shows the evolution of the
American soldier from beginning to future

SLIDE SHoW—The American soldier
has come a long way since the be-
ginning of the Republic 237 years
ago. While uniforms for early sol-
diers were based on cost and util-
ity, soldiers’ clothing eventual-

ly considered ballistic protection,
increasing storage space, protec-
tion from poison gas and other
contaminants.

Today designers of soldier sys-
tems are considering future uni-
forms with wearable communi-
cations and displays, embedded

computing, air-conditioned ar-
mor, and a variety of eye and skin
protection.

Take a look at the evolution
of the American soldier from the
cocked hat and Brown Bess musket
to head-mounted displays and su-
perhero-like exoskeletons.

The Evolution of the American
soldier slide show is on the Mili-
tary & Aerospace Electronics website
at www.militaryaerospace.com/ar-
ticles/slideshow/2013/10/evolution-
of-the-american-soldier.html. €
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This future Special Forces battle suit is only
one part of the evolution of the American
soldier depicted in the accompanying online
slide show.

www.militaryaerospace.com
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Lockheed Martin to upgrade communications
software on Navy missile and attack submarines

BY JOHN KELLER
SAN DIEGO—U.S. Navy submarine
communications experts needed a
contractor to develop and maintain
a common integrated communica-
tions architecture for voice and data
communications systems aboard
U.S. Navy fast-attack and ballis-
tic-missile submarines. They found
their solution from the Lockheed
Martin Corp. Mission Systems &
Training segment in San Diego.
Officials of the Space and Na-
val Warfare Systems Command
(SPAWAR) in San Diego awarded a
$12.7 million contract to Lockheed
Martin for the Design and Mainte-
nance of Common Submarine Radio
Room (CSRR) Control and Manage-
ment (C&M) Software program.
The Navy developed the CSRR as
a replacement for the existing Ohio
Class submarine Integrated Radio
Room (IRR), and has installed CSRR
equipment aboard Ohio-class bal-
listic-missile submarines, as well as
on Virginia-, Seawolf-, and Los An-
geles-class fast-attack submarines.
The CSRR integrates compo-
nents of the Navy’s Automated Dig-
ital Network System (ADNS), Digi-
tal Modular Radio (DMR), Extremely
High Frequency/Follow-On Terminal
(EHF/FOT), Global Broadcast Service
(GBS), Super High Frequency (SHF),
Submarine Single Messaging Sys-
tem (SubSMS), and ancillary equip-
ment into a common architecture.
The system’s control and man-
agement software manages these
components to control, process,
and disseminate command, control
communications, computers, intelli-
gence, surveillance, and reconnais-

www.militaryaerospace.com

sance (C4ISR) information to provide
the submarine fleet with secure and
covert communications.

The technical approach to this

IIE\MSq

effort is based on a common open-
systems architecture, common soft-
ware, common technical documen-
tation, and one software support
activity (SSA). €

FOR MORE INFORMATION visit
wwuw.lockheedmartin.com/us/mst.
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Flexible & integrated
unmanned
command & control

Unmanned vehicle technology advances deliver a common operating current worldwide UAV expendi-
picture for enhanced decision-making and mission effectiveness. itz o 5.2 15l el bo
$11.6 billion—amounting to more
than $89 billion in the next 10 years.
BY Courtney E. Howard Militaries are demanding not

only more, but also

The use of unmanned vehicles in use of unmanned vehicles, but also ~ more-capable unmannedf
aerospace and defense applications their role in the field. vehicles and sophis-—
continues to grow, as militaries the UAVs continue to be the most dy-  ticated com-

world over seek to reap the benefits  namic growth sector of the world mand and
of unmanned aerial vehicles (UAVs), aerospace industry this decade, ac- control (C2)
unmanned ground vehicles (UGVs), cording to Teal Group market ana- functionality.

|
and unmanned underwater vehi- lysts in Fairfax, Va. Tez ¢ f e
cles (UUVs). The rapid advancem

of key enabling
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Operation

Unmanned vehicle operators are
amassing a growing list of desired
features and characteristics, many
of which center on ease of use

and the ability to reduce operator
workload.

“More sophisticated [unmanned
vehicles] have built-in control and/or
guidance systems to perform low-
level human pilot duties, such as
speed and flight path surveillance,
and simple pre-scripted naviga-
tion functions,” says Donald Palm-
er, chief technology officer at Gen-
eral Micro Systems (GMS) in Rancho
Cucamonga, Calif. In addition to so-
phistication, unmanned vehicle cus-
tomers seek security.

Unmanned system security is
a high priority in aerospace and

defense applications. “Secure com-
munication links are vital for UAV
operation, both to control the UAV
based on mission objectives and
to deliver data reliably to mission
controllers on the ground. Encryp-
tion and decryption are inherent
requirements, adding complexity
and cost in the electronics,” Palm-
er says.

“Most prominent and widely de-
bated issues are associated with
control compatibility with oth-
er UAV ground stations,” says Val
Zarov, director of program man-
agement at Curtiss-Wright Controls
Defense Solutions in Ashburn, Va.
“From a technology trend perspec-
tive, there is a significant move-
ment toward utilization of open-ar-
chitecture hardware and software.

Advances in these areas will en-
able more generic/open-source
ground command-and-control sta-
tions while protecting highly sensi-
tive/classified data from unauthor-
ized access.”

Communications & security

AAI Corp. in Hunt Valley, Md., and
ViaSat Inc. partnered to align AATI’s
advanced unmanned aircraft and
C2 technologies with ViaSat inte-
grated airborne and terrestrial sat-
ellite communications, as well as its
Internet Protocol-based networking
and security technology. AAI and
ViaSat will work together to develop
and advance beyond-line-of-sight
(BLOS) satellite communications ca-
pabilities for current and next-gen-
eration AAI UAVs.

TAKE YOUR VIRTAL ENVIRONMENT TO THE EDGE
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“The performance and affordabil-
ity of tactical UAVs like our Shadow
system make them an invaluable
battlefield asset with a growing
mission spectrum,” says Steven
Reid, senior vice president and gen-
eral manager of AAI Unmanned

Aircraft Systems. “Our private satel-
lite network services can deliver the
dedicated bandwidth needed to dis-
tribute tactical UAV video through-

out the battlespace,” says Paul Baca,
vice president and general manager
for ViaSat Global Mobile Broadband.

THE MOST TRUSTED PROVIDER OF COMPUTER ARCHITECTURE
FOR OPERATIONAL, DEPLOYAELE
AND HIGH-RELIABILITY APPLICATIONS
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Interoperability
Aerospace and defense

officials increasingly
seek solutions to do
more with less, such as
operating several un-
manned vehicles
with one operator
and one C2 system.
Managing several
drones is a unique
challenge because
each UAV type has
proprietary control
systems, says Nel-
son Paez, CEO of
DreamHammer in
Santa Monica, Calif. DreamHam-
mer’s commercial off-the-shelf
(COTS) intelligent control device
was designed to integrate unrelated
unmanned vehicles from different
manufacturers into one system.
“Ballista allows government or
commercial customers to link to-
gether machines from numerous
developers performing a variety of
tasks,” Paez says. “Some unmanned
systems take as many as 200 peo-
ple to manage one drone; Ballista
enables one user to manage sever-
al drones simultaneously. Until now,
there has been no way to tie [UAVs]
together. A user who previously re-
quired extensive training to manage
one drone or robot can now manage
several drones or robots simultane-
ously—all to achieve one task or co-
ordinated mission.”
DreamHammer’s Ballista COTS
software works with all unmanned
drones and robots and can be used
to link several drones into one mas-
ter system controlled by one person.
Ballista, built on an open software
platform, enables the autonomous
and simultaneous control of several

www.militaryaerospace.com
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unmanned vehicles across all
domains—space, air, sea, and
land—and can be run
from virtually any
computer, includ-
ing a tablet or
smartphone.
Radisys
engineers,
working
with an
aerospace
and defense

The Lockheed Martin mobile Ground Control
Station (mGCS) serves as the user interface
for controlling and monitoring mini and
small unmanned vehicle systems.

systems integrator, developed a uni-
versal ground-control system for
UAVs built on Radisys ATCA tech-
nology. “Until recently, every type
of unmanned aircraft had a special-
ized ground control station, as well
as a unique version for each military
branch, resulting in a proliferation of
single-purpose equipment,” says Jeff
Sharpe, senior product line manag-
er at Radisys in Hillsboro, Ore. “The
integrator decided to develop a uni-
versal ground control station (UGCS)
to satisfy U.S. joint services require-
ments, including simultaneous mis-
sion control of several unmanned
aircraft.” The UGCS architecture
uses Radisys standards-based ATCA
solutions, replicating the capabilities
of its rackmount server with one
ATCA blade, the Radisys ATCA-4300
compute processing module. Radi-
sys engineers performed platform
integration and thermal testing, and
the integrator minimized up-front
engineering costs by starting with a
validated ATCA platform populated
with available COTS components.

www.militaryaerospace.com

Many missions

The Hermes UGCS from Elbit Sys-
tems in Haifa, Israel, can control two
concurrent missions when allocat-
ed two ground data terminals. El-
bit engineers built the Hermes UGCS
to enable the control of any type of

SPECIALY REPORT

UAV. The UGCS features side-by-
side identical and redundant opera-
tor consoles with ruggedized COTS
hardware and commercial software
tools for mission planning, manage-
ment, and control.

Piaggio Aero Industries in Italy
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tested complete ground handling system (VCMS), the remote-piloting ~ “The P.IHH UAV is able to perform
control of the company’s new Piaggio  ground control station (GCS), and the =~ command and control and data ex-
Aero P.1HH HammerHead multirole UAV datalink and communications ploitation for several UAVSs, opera-
UAV and mission management sys- systems “to ensure safe operations  tions in line-of-sight (LOS) and be-
tem (MMS) based on Selex ES Sky- during all flight activities, throughout = yond-line-of-sight (BLOS) conditions,
ISTAR technology. Selex ES provides  the whole chain of UAV command and flexible asset usage for the pi-
the vehicle control and management  and control,” says a representative. lots and ground crew.”

The MMS combines with the
VCMS to manage the HammerHead

UAV and mission-specific equipment.

HammerHead’s VCMS, controlled
from the GCS via an airborne data-

Your Solution Partner

link system, commands the aerody-
namic control surfaces and manages
on-board equipment with a triple-re-
dundancy Flight Control Computer
and several remote Servo Interface
Units, designed to achieve a high lev-
el of safety and mission reliability.

Common control

This past summer engineers from
Lockheed Martin Corp. in Bethesda,
Md., monitored and controlled sever-
al types of UAVs from one integrat-
ed command and control (C2) system
during a U.S. Navy demonstration

in support of the Unmanned Carrier
Launched Airborne Surveillance and
Strike System (UCLASS) and Com-
mon Control System programs.
Elma’s SigPro1 is a high performance platform is “Lockheed Martin’s system inte-

ideal for unmanned systems needs such as data grated with other Navy C2 and intel-
acquisition, radar, signal processing, and beam-

forming applications. Elma’s mission computing

systems are configurable, rugged platforms which
provide reliable embedded computing for a variety of
unmanned systems application requirements. Elma’s
expert team will help you from initial D
system development fo the final deployed , ~y ...‘ |
platform housed in a variety of small

ligence, surveillance, and reconnais-
sance (ISR) planning and execution
systems, providing operators with a
comprehensive mission picture and
enabling the control of unmanned
air vehicles and their on-board mis-
sion system sensors.

rugged chassis designed fo meet mission = &, B “This demonstration is an impor-
size, weight and power constraints. EITT tant step to fulfilling the Navy'’s re-
: quirement for a Common Control
Find cut why Elma is the System that leverages several ar-
m}i;mm chitectures from varied operational
wwwelma.com | 510,656 3400 systems,” says Rob Weiss, executive

vice president of Advanced Strike
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1

The MACE 3 unmanned ground vehicle (UGB) from MIRA features a
UGV control system with tele-operational and autonomous modes.

and Intelligence and Reconnaissance Systems for Lock-
heed Martin Aeronautics. “A combined C2 and ISR ca-
pability will be essential as the Navy integrates UAV
into its ISR enterprise.”

During the demonstration, one operator managed
several UAVs simultaneously using an open architec-
ture framework integrated with DreamHammer’s Bal-
lista drone control software and Navy-compliant soft-
ware protocols. The team also used new Navy Cloud

“
capability to demonstrate control of ISR sensors and in- EASY MATEL/'U N MATE
tegrate the data into a complete mission picture, which RE LINBI LITY IN DE MAN DING
was used to rapidly re-task and re-route the UAV assets. APPL‘I c ATI' S AND HARSH

The demonstration “underscores the critical role *l\
that common command and control systems can play E NVI RO N M E.ﬁ' 1S

in actual operations by highlighting the ability to en- MI L-S P Ec GCOM
A

ETANT,
rich the overall ISR picture and increase the speed of co NT ACTS

decision making,” says Jim Quinn, vice president of

C4ISR Systems for Lockheed Martin Information Sys- il00L FREE

tems and Global Solutions. “An integrated battlespace

picture emerges when we link the platforms, sensors,

and information collected into one enterprise view :

that will enable the U.S. Navy to better achieve their
C2 and ISR missions.”

One for all

Lockheed Martin’s Universal Ground Control Station
(UGCS), an extension of the One System Ground Sta-
tion (OSGCS) concept, enables interoperability of the
U.S. Army’s unmanned assets of dissimilar types
from one common ground control station. It hous- 01 7260/Commerce Circle E15t'.,i4
es flight-critical hardware and software in a modular I‘u’lmnaapulls, MN 55432 USA

configuration. sales@omnetics.com

(763)572/0656 + (800) 343-0025
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400Hz/800Hz

Power Transformers
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to 300V. Units manufactured to MIL-PRF-27
Grade 5, Class S (Class V, 155°C available).
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The Mobile Ground Control Station (MGCS) from General Atomics is a UAS control center,

enclosed in a either a 24-foot shelter or 30-foot trailer, used to control one GA-ASI aircraft.

VCS-4586 software, installed in
every UGCS and in OSGCS shelters,
is used to command and control the
MQ-1C Gray Eagle, RQ-7B Shadow,
MQ-5B Hunter, and LEMV Airship
for the U.S. Army. Lockheed Mar-
tin CDL Systems’ open, standards-
based, and COTS software has been
integrated into various unmanned
vehicle platforms and designed on
low-cost, interoperable, and open-
architecture systems.

AAT’s Expeditionary Ground Con-
trol Station (EGCS) delivers command
and control capabilities in a small,
modular configuration that includes
ruggedized workstations for the air-
craft and payload operators, as well
as a remote interface box and minia-
ture ground data terminal.

Man-portable, net-centric, and
built on a scalable, open architec-
ture, AAI's EGCS enables several un-
manned platforms to be employed
simultaneously and provides on-
the-move C2 capabilities for mis-
sion flexibility. Customers include
the U.S. Navy, Air Force, and Marine
Corps.

18 NOVEMBER 2013 MILITARY & AEROSPACE ELECTRONICS

Flexible & functional

Lockheed Martin Vehicle Control
Station (VCS) software is helping
control UAVs, UGVs, high-speed air
and sea target-drones, and loiter mu-
nitions in a variety of roles. An in-
tegrated command, control, and in-
formation system for operating and
monitoring unmanned vehicle sys-
tems, VCS supports the operation
of several vehicles, sensors, pay-
loads, data links, and other subsys-
tems from as few as one operator
workstation.

VCS provides increased autonomy
by automatically managing basic pi-
loting tasks. The automation of flight
tasks enables operators to focus on
their main objective: the mission,
says a company representative.

VCS is built on an open-archi-
tecture framework and is hardware
and operating system agnostic. VCS-
4586’s interactive map combines in-
sight from real-time, geo-referenced
positioning and directional informa-
tion of all operational components,
such as vehicles, sensors, payloads,
data links, and other vehicle systems.

www.militaryaerospace.com
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Air, land, and sea

Engineers at Micro Systems Inc. in
Fort Walton Beach, Fla., designed
the company’s Unmanned Vehicle
Command and Control (C2) Systems
to be flexible and expandable, mak-
ing them well suited for ground ve-
hicles, sea surface vehicles, aerial
target drones, and UAVs.

“We have fielded command and
control systems that have been sup-
porting missions for the U.S. Navy
(System for Naval Target Control),
U.S. Army (Target Tracking Control
System/UHF or TTCSU), and sever-
al international defense organiza-
tions worldwide,” says a represen-
tative. “Every command and control
system we offer is readily adapt-
ed to a variety of unmanned vehicle
applications and we offer a wide ar-
ray of system configurations that
include different form factors (i.e.,
portable or fixed site), number and
type of controlled vehicles, and RF
data links.”

Micro Systems solutions can be
configured to control as many as
eight air vehicles and 16 sea sur-
face and ground vehicles, with a si-
multaneous mix of vehicle types,
as well as field expanded with no
change to system software (plug
and play).

“Our command and control sys-
tems are vehicle and data link in-
dependent, capable of controlling
a mix of vehicles on several inde-
pendent data links simultaneous-
ly,” the representative adds. Sys-
tems are available with a variety
of data link options, including:
UHF FM, L-Band Direct Sequence
Spread Spectrum (DSSS), 2.4-giga-
hertz ISM, Iridium Satellite (satel-
lite to satellite or gateway to satel-
lite), and custom data links. €
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The challenge of a secure

military cloud

Reliable security and efficient resource allocation are central concerns

as the military moves mission-critical information to the cloud.

BY J.R. Wilson

With all the changes
brought by a global Internet
and the subsequent tran-
sition of data to digital for-
mats across all segments of
society, security challeng-
es have grown even faster,
from cyber espionage and b)
dedicated denial of service
(DDoS) to cyber warfare.

In recent years, a new
approach to data storage
and sharing, generically
called “the cloud”, has be-
gun to grow faster than se-
curity could match. On
the positive side, that has
brought less expensive oper-
ations, faster updates, easi-
er sharing; on the negative, a pletho-
ra of new security issues.

While individuals typically use
public clouds—such as those pro-
vided by Amazon.com, Google, and
Apple—large entities with vast
amounts of data have turned to pri-
vate, “secure” clouds. The most con-
cerned users, current and future, are
government agencies, especially the
military.
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Figure 1: In the cloud computing paradigm, three layers are stacked,
providing on-demand infrastructure, middleware, and software
services. The cloud stack sits above the virtualization layer.

“The bulk of military data is just
routine business information that is
not particularly sensitive and could
very easily go into a cloud that is
considered commercially secure
without a lot of headaches,” says
John Howie, chief operating officer
of the Cloud Security Alliance (CSA)
and a member of the IEEE Computer
Society and its security-related pro-
grams. “That becomes very different
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O Cloud service
provider 1

O Cloud service
provider 1

when you start talking
about highly classified data.
There you will find some

of the nature of the cloud,
such as shared infrastruc-
ture, will get in the way of
using current commercial
cloud offerings.

“So cloud providers are
building special environ-
ments for the military and
others with top secret in-
formation, such as the U.S
Department of Energy,”
Howie continues. “Those
are more ‘community’ rath-
er than public clouds. So

you will see the government
procure regular cloud offer-
ings that meet FISA [Foreign Intelli-
gence Surveillance Act] standards,
but more specialized clouds being
adopted by the military that meet an
entirely different set of standards.”

In February 2011, the Obama Ad-
ministration issued a Federal Cloud
Computing Strategy that essential-
ly ordered federal entities—including
military and intelligence services—
to begin switching to cloud-based

www.militaryaerospace.com
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Figure 2: Conceptual cloud-based security overlay networks are
composed primarily of cloud security and management units in
addition to the customer network’s protected endpoints. This generic
architecture can be used to deploy any cloud-based security solution.

data storage and sharing. The strategy implemented
a cloud first policy “intended to accelerate the pace at
which the government will realize the value of cloud
computing by requiring agencies to evaluate safe, se-
cure cloud computing options before making any new
investments.”

“Cloud computing has the potential to play a major
part in addressing...inefficiencies and improving gov-
ernment service delivery. The cloud computing mod-
el can help agencies grappling with the need to provide
reliable, innovative services despite a lack of resources,”
the new Strategy proclaimed.

“Cloud computing can be implemented using a vari-
ety of deployment models—private, community, public
or a hybrid combination. Each agency will re-evaluate
its technology sourcing strategy to include consider-
ation and application of cloud computing solutions as
part of the budget process.”

The directive, released by U.S. Chief Information Of-
ficer Vivek Kundra, also predicted a whole-of-govern-
ment shift to the cloud will accelerate an earlier ef-
fort, the Federal Data Center Consolidation Initiative,
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intended to restructure the gov-
ernment’s fragmented data center
environment.

“Through the FDCCI, agencies
have formulated detailed consol-
idation plans and technical road-
maps to eliminate a minimum of 800

data centers by 2015,” the report not-
ed. “Cloud computing can accelerate
[those] efforts by reducing the num-
ber of applications hosted within
government-owned data centers.
“For those that continue to be
owned and operated directly by
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Federal agencies...environments will
be more interoperable and portable,
which will decrease data center con-
solidation and integration costs be-
cause it reduces unnecessary het-
erogeneity and complexity in the IT
environment.”

The strategy acknowledged such
goals must be measured against a
wide range of risk assessments, tai-
lored by each agency according to its
mission and requirements, no mat-
ter which deployment model is used.
Of import to the U.S. Department of
Defense (DOD) and its partners in in-
dustry and academia is adherence to
Federal Information Security Man-
agement Act (FISMA) requirements,
such as compliance with Federal In-
formation Processing Standards, Au-
thorization to Operate requirements,
and monitoring and reporting vul-
nerability and security events.

“It is essential that the decision
to apply a specific cloud computing
model to support mission capability
considers these requirements. Agen-
cies have the responsibility to ensure
that a safe, secure cloud solution is
available to provide a prospective IT
service and should carefully consider
agency security needs across a num-
ber of dimensions,” according to the
Strategy. Those include:
¢ Data characteristics to assess

which fundamental protections

an application’s data set requires;

¢ Privacy and confidentiality to pro-
tect against accidental and nefari-
ous access to information;

¢ Integrity to ensure data are autho-
rized, complete and accurate;

e Data controls and access policies
to determine where data can be
stored and who can access physi-
cal locations; and

¢ Governance to ensure that cloud
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computing service providers are

sufficiently transparent, have ad-

equate security and management
controls and provide the informa-
tion necessary for the agency to
appropriately and independently
assess and monitor the efficacy of
those controls.

Due to the special security needs
of many government agencies—and
a desire to create a system of cloud
governance that will outlast indi-
viduals or administrations—the
Strategy assigned specific roles and
responsibilities to a number of fed-
eral agencies and organizations,
including:

e National Institute of Standards
and Technology (NIST) — Lead and
collaborate with federal, state and
local government agency CIOs,
private sector experts and inter-
national bodies to identify and
prioritize cloud computing stan-
dards and guidance;

¢ General Service Administration
(GSA) - Develop government-wide
procurement vehicles and cloud-
based application solutions where
needed,;

e Department of Homeland Security
(DHS) — Monitor operational secu-
rity issues related to the cloud;

e Federal CIO Council - Drive gov-
ernment-wide adoption of clouds,
identify next-generation cloud
technologies and share best prac-
tices and reusable example analy-
ses and templates; and

e Office of Management and Bud-
get (OMB) — Coordinate activi-
ties across governance bodies, set
overall cloud-related priorities and
provide guidance to agencies.
“Cheaper processors, faster net-

works, and the rise of mobile de-

vices are driving innovation faster

www.militaryaerospace.com

than ever before. Cloud computing
is a manifestation and core enabler
of this transformation,” the Strategy
concluded.

Despite the widespread and rapid
adoption of cloud computing across
all sectors of society and govern-
ment, there remains considerable
confusion among new or non-users
about what a cloud is and how it dif-
fers from traditional methods of data
storage and sharing.

“A lot of people do tend to think of
the cloud as some mythical place—
but it really is a way of doing things,
not a place. At the bottom of it is
physical hardware—computers, hard
drives, and so on. So the things that
apply today regarding managing our
own servers also apply to clouds,”

TECHNOLOGY FOCUS

says Geoff Webb, director of Solu-
tion Strategy at NetIQ in Houston.
“It’s just as easy and possible for the
IT service people handling a cloud to
cause problems through mistakes as
it is by your own IT department.

“A private cloud requires a fair de-
gree of maturity in how it is man-
aged—it is not for the faint of heart
or inexperienced. If you have a lot
of resources, but with varying de-
mand on those, and someone with
whom you can share those, then
you both get more than if you each
owned your own systems sepa-
rately,” Webb says. “But it requires
knowledge, capability, trust in the
people sharing the cloud and accept-
ing the risk you both bring to it. I
don’t want to share resources—even
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Figure 3: Client sends a request to cloud C1, which dynamically discovers the need to use
services from clouds C2 and C3. C1 employs proxies to manage these interactions.

in a private cloud—for highly critical
information.”

Stelios Sidiroglou, a research sci-
entist at MIT’s Computer Science
and Artificial Intelligence Laboratory
in Cambridge, Mass., says defining
cloud computing, especially a secure
cloud, is harder than it should be.

“A lot of people have a very hard
time understanding it. The cloud
is similar to distributed computing
we've had, but has a different name
because of the different operations
that have emerged in the past few
years,” he said. “And that is proba-
bly the source of a lot of confusion,
because so many different servic-
es now have been attributed to the
same concept—cloud computing.

“That confuses the issue of cloud
security—are you just trying to se-
cure one of those services or mul-
tiples or all? So first you have to

identify what kind of cloud comput-
ing you're working on and focus on

that,” Sidiroglou continues. “You have

to think about everything—the un-

derlying hardware and operating sys-

tems and types of software being
used.”

NIST defines cloud computing as
“a model for enabling ubiquitous,
convenient, on-demand network ac-

cess to a shared pool of configurable

computing resources (e.g., networks,
servers, storage, applications, and
services) that can be rapidly provi-
sioned and released with minimal
management effort or service pro-
vider interaction.”

The core of cloud computing cen-
ters on three service models: soft-
ware as a service (SaaS); platform as
a service (PaaS); and infrastructure
as a service (IaaS).

In addition, NIST has outlined
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five essential characteristics of cloud

computing—on-demand service,

broad network access, resource pool-
ing, rapid elasticity and measured
service—and four primary deploy-
ment models:

e Private cloud: Infrastructure oper-
ated solely for an individual orga-
nization, although it may be man-
aged by a third party and exist
either on- or off-premise.

e Community cloud: Infrastructure
is shared by several organizations
within a specific community with
shared concerns (such as mission
or security requirements); it may
be managed by the organizations
or a third party and may exist on-
or off-premise.

¢ Public cloud: Infrastructure is
available to the general public or a
large industry group and is owned
by an organization selling cloud
services.

e Hybrid cloud: Infrastructure is
a composition of two or more
clouds (private, community or
public) that remain unique en-
tities but are bound together by
standardized or proprietary tech-
nology that enables data and ap-
plication portability (e.g., cloud
bursting for load-balancing be-
tween clouds).

“We look at the cloud as a con-
sumption model of the underly-

ing technologies to support the mis-

sion,” says Kyle Keller, cloud business

director at EMC Corp. in Hopkin-

ton, Mass. “We want to get to a point

where we can set model and securi-

ty at the application level and main-
tain control and visibility even if that
software goes to another user and
you don’t maintain direct control.
“It’s not so much secure cloud
computing as secure computing

www.militaryaerospace.com
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in general. Many of our custom-

ers want to move into the cloud, but
don’t have the best legacy security
to begin with; cloud computing is an
opportunity to do things differently.
In the legacy arena, we looked at
how to bolt security around the in-
frastructure. Now the technology is
built in, so security controls in a vir-
tualized space become foundation-
al to the architecture from day one
rather than something we build on
after the fact.”

The 2012 National Defense Autho-
rization Act required the DOD Chief
Information Officer to create a strat-
egy for migrating defense data and
government-provided services from
Department-owned and operated
data centers to cloud computing.
That includes generally available pri-
vate sector services that provide bet-
ter capability at lower cost with the
same or greater degree of security.

In July 2012, DOD Chief Informa-
tion Officer Teresa M. Takai released
a Defense Department Cloud Com-
puting Strategy “to enable the De-
partment to increase secure infor-
mation sharing and collaboration,
enhance mission effectiveness and
decrease costs using cloud services.

Cloud service
provider 1

OO/N

Cloud service
provider 3

Clients
TR

Active participation and commitment
of all DOD components is critical to
ensure consistency, optimize benefits
and achieve the goal of this strategy.”

That goal is to use cloud comput-
ing to secure information and pro-
vide IT services supporting the De-
partment’s mission, anywhere,
anytime on any authorized device. It
expanded beyond the earlier Federal
Strategy in emphasizing the increas-
ing danger of both state-sponsored
and individual cyber threats, even as
increasing budget constraints force
transformations in IT structure and
management. To that end, DOD cre-
ated the Joint Information Environ-
ment (JIE) to deliver “faster, better in-
formed collaboration and decisions
enabled by secure, seamless access
to information regardless of comput-
ing device or location.”

“The DOD Enterprise Cloud Envi-
ronment is a key component to en-
able the Department to achieve JIE
goals. The DOD Cloud Computing
Strategy introduces an approach to
move the Department from the cur-
rent state of a duplicative, cumber-
some and costly set of application
silos to an end-state which is an ag-
ile, secure and cost-effective service

Cloud service
provider 2

00 2
o

@@%%

O Service VM instance
@ Proxy VM instance

Figure 4: The proxy as a service scenario calls for cloud service providers to deploy proxies as an
autonomous cloud systems and offer it as a service to their clients.
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environment that can rap- the cloud provider—fails
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mission needs,” according able security mechanisms.

to the report. Ultimately, the cloud pro-
That effort is being lever-
aged with the Federal Risk
and Authorization Manage-
ment Program (FedRAMP)

to establish a standard ap-

Cloud service vider—even for private or

provider 1
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O Cloud service secure clouds—is not in
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O O curity of the user’s data. It
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ments for the continuous shared responsibility.”
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auditing and monitoring of Kevin Haley, director of

cloud computing providers.
“The DOD Enterprise
Cloud Environment will in-

security response at Sy-

4
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mantec Corp. in New York,
says there are similarities
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clude separate implemen-
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Figure 5: On-premises proxy calls for clients to deploy proxies within
the infrastructure of their organization. (a) A client employs two
proxies to interact with CSPs C1 and C2. (b) A client initiates a service
request with C1, which then discovers the need for a service from C2.

Protocol Router Network
(NIPRNet), Secure Inter-

net Protocol Router Network
(SIPRNet) and Top Secret
Sensitive Compartmentalized Infor-
mation (TS SCI) security domains,”
the DOD Strategy reported.

“This environment will be close-
ly aligned with intelligence commu-
nity-led initiatives and support infor-
mation-sharing with DOD traditional
and non-traditional partners on the
Joint Worldwide Intelligence Commu-
nications System (JWICS) and oth-
er networks. All cloud services must
comply with Department IA [Infor-
mation Assurance], cyber security,
continuity and other policies.”

Government-wide and DOD re-
quirements to implement cloud com-
puting as quickly as possible have
put even more impetus on aerospace
and defense industry and related ac-
ademia to finalize their own adop-
tion of cloud computing.

Many of the security concepts
developed for pre-cloud systems

provider 1 Oé}@ OO o

remain viable, albeit with some
tweaking. Even secure clouds typi-
cally are built with COTS software
common to non-cloud systems, ac-
cording to Howie—and if vulnera-
bilities exist in that software, they
are likely to appear in the cloud, as
well. To deal with those and oth-
er threats, many clouds now employ
multiple levels of security—defense
in depth—starting from the host’s
physical perimeter to the data itself.

“If there is vulnerability in one
area, there will be layers elsewhere
that will still protect the data and
stop attacks or detect them,” he said.
“You can build a cloud that requires
access to a closed network first, such
as SIPRNET, then only someone able
to access that secure network could
access the cloud.

“Typically, if there is an attack,
the problem is when the user—not
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between the threats fac-
ing commercial users and
aerospace and defense or-
ganizations. “The majority
of threats are coming from
profit-oriented groups, such
as criminals. The real threat
to government computing, and in-
dustry, involves espionage. If an at-
tacker can steal secrets from a tar-
get’s traditional systems or a cloud,
he no doubt will,” he said. “Attacking
a cloud really isn’t more difficult than
attacking a standard data network—
in some ways, it could be easier.

“If I can get your log-in details, I
don’t have to worry about whatev-
er security system the cloud provid-
er has implemented. So if your data
is in the cloud, you not only have to
worry about vetting your employees
who have access, but also the cloud
providers’ employees.”

Clouds also are vulnerable to the
Stuxnet approach, a computer worm
used in an indirect, but targeted, at-
tack on Iran’s nuclear facilities in
2010. “It’s a technique we have seen
quite a bit in recent years—if I can’t
directly attack my target, I can attack

www.militaryaerospace.com
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the people who work for my target or
someone who does business with my
ultimate target,” Haley said. “A lot of
the focus tends to be on very high-
level vulnerabilities, but as we focus
on more high-tech hacking and so-
lutions, we tend to lose sight of the
simplest avenues, such as stealing
log-in details.”

Among efforts to secure DOD
cloud computing is DARPA’s Mis-
sion-oriented Resilient Clouds (MRC)
program. “Where compelling incen-
tives to do this exist, security im-
plications of concentrating sensitive
data and computation into comput-
ing clouds have yet to be fully ad-
dressed. The perimeter defense fo-
cus of traditional security solutions
is not sufficient to secure existing
enclaves. It could be further margin-
alized in cloud environments where
there is a huge concentration of ho-
mogeneous hosts on high-speed
networks without internal checks
and with implicit trust among hosts
within those limited perimeter de-
fenses,” according to DARPA.

“The MRC program aims to ad-
dress some of these security chal-
lenges by developing technologies to
detect, diagnose and respond to at-
tacks in the cloud, effectively build-
ing a ‘community health system’
for the cloud. MRC also seeks tech-
nologies to enable cloud applica-
tions and infrastructure to contin-
ue functioning while under attack.
To achieve these goals, the pro-
gram will research development of
innate distributed cloud defenses,
construction of shared situational
awareness and dynamic trust mod-
els, and introduction of manageable
and taskable diversity into an oth-
erwise homogeneous cloud, as well
as development of mission-aware

www.militaryaerospace.com

adaptive networking technologies.”

As with many DARPA programs,
MRC, launched in November 2011, in-
volves research by a number of orga-
nizations, including MIT’s SAIL.

“You can make systems more and
more secure, but it’s just an ongo-
ing arms race and I don’t see an end
to that. You can set up systems that
guarantee previous methods won'’t
work in the future, but attackers are
very versatile and will always come
up with some way,” says Martin C.
Rinard, SAIL's MRC principal investi-
gator. “If you have even a small vul-
nerability in some piece of hard-
ware, it’s hard to see how you could
not at least mount a DDoS against it.
The state-of-the-art in cloud securi-
ty tends to evolve very quickly over
time in the ongoing arms race. Our
goal is to develop ongoing trends in
how to analyze those.

There is an enormous amount
of creative, high-level research un-
derway to address issues current
and future, known and still to be
discovered. “You can expect to see
very great changes in this environ-
ment in the next five years or so,”
Rinard says.

In the ancient manner of armor
versus anti-armor, those seeking
to secure the cloud face an endless
challenge from ever more aggres-
sive and technically sophisticated
attackers.

“The cloud is very seductive, but I
guarantee that in five years, we will
look back and say there are a lot of
good uses for clouds, but it doesn’t
solve all problems,” Webb predicts.
“Right now a very sensible discus-
sion is underway as to what should
or should not be in clouds and, even
then, what should be in a public
cloud and what in a private.” €
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Rapid pace of commercial technology complicates
Army plans for wearable computing

BY John Keller

Deploying wearable computers that
can give the infantryman quick ac-
cess to battlefield radio communi-
cations, messaging, targeting, situa-
tional awareness, video, and images
is a top priority for the U.S. Army,
but how to achieve this goal remains
an elusive and moving target.

In the not-so-distant past, Army
leaders were interested in equipping
every foot soldier with a wearable
computer—one that would be easy
to use, easy to carry, and have the
kinds of features the soldiers would
be excited about using.

They considered purpose-built
wearable computers designed from

COMPANY INFO

the ground-up to be rugged and reli-
able. Commercial technology didn't
have the heft or muscle for what
warfighters needed. Today, howev-
er, the military wearable computing
landscape has flipped 180 degrees.
Current requirements call for com-
mercial-grade off-the-shelf smart-
phones, tablet computers, and hybrid
combinations of both from commer-
cial providers like Samsung.

The shift from purpose-built rug-
ged to commercial-grade wearable
computing is leaving experts at tra-
ditional rugged computing compa-
nies feeling confused, frustrated, and
shut out of current military planning.
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“It looks like the military wearable
computer is definitely commercial,
so there is no place for us,” says Rich
Barrett, senior director of engineer-
ing at Elbit Systems of America based
in Fort Worth, Texas.

Nett Warrior

The Army’s primary program in-
volving wearable computing today is
Nett Warrior, which is fielding Sam-
sung Galaxy Note II smartphones for
evaluation to Army Rangers and sol-
diers in the 10th Mountain Division
at Fort Drum, N.Y. Warfighters are
using these devices as chest-worn
computers that display situational
awareness information.

For this evaluation, the Army buys
commercial-grade smartphones,
wipes the memory clean, installs
Nett Warrior software, and plugs the
phone into the battlefield networks
via the soldier-carried Rifleman soft-
ware-defined radio.

This approach may bode well
from a user standpoint, because
many warfighters are familiar with
the Android look and feel of the Gal-
axy Note II. The drawbacks, how-
ever, involve how potentially fragile
and unreliable the phone may turn
out to be under the environmental
rigors of the battlefield.

Soldiers also may have a hard
time with the smartphone’s wired
connection to the Rifleman radio.
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Tethering the two devices risks snag-
ging the wire on trees, brush, and
other battlefield obstacles, as well as
presents a potential single point of
failure if the wire or its connectors
are damaged.

A problem facing Army propo-
nents of wearable computers is a
persistent disconnect between Army
program officers and soldiers in the
field—the ultimate end user of most
envisioned wearable computing sys-
tems. Program office experts such as
those at the Program Executive Of-
fice (PEO) Soldier at Fort Belvoir, Va.,
make a living defining requirements
for soldier systems such as wearable
computers, drawing up solicitations
to industry, and ordering prototypes
with the best capability at the most
affordable price.

Satisfying customers

The problem with this system is sol-
diers in the field often don't like
what the program offices come up
with. One former Army program
manager says that as much as 70 to
80 percent of program office-super-
vised new designs are rejected by
the very soldiers they are intended to
help. If warfighters don'’t like it, they
won't use it, and there’s little pro-
gram offices can do about it.

Sometimes it can be a vicious cy-
cle: Program offices set requirements
and companies respond to them,
only to have soldiers in the field turn
thumbs-down on them. It’s a diffi-
cult problem, and frustrating for the
Army and industry alike.

It is this kind of conflict between
program offices and end-users that
the Army’s semi-annual Network In-
tegration Evaluation (NIE) experi-
ments are designed to resolve. Still,
these exercises happen only every

www.militaryaerospace.com

other year, and commercial hand-
held computer technology moves
much faster than that. It is this
quick pace of commercial wearable
computer technology that could con-
tinue to undermine Army plans for
wearable computing before these

plans can gain significant traction.

If Army leaders insist on tapping
into commercially developed tech-
nology, they have to keep pace with
commercial industry, and tradition-
ally the Army’s procurement struc-
ture is not good at this. €

EMI Filters
Surge Protectors
Hold-Up
Pre-regulators
MIL-STD 461-704-1275

Input Protections DC-DC Converters AC-DC Converters
Compact 4 to 200W
1, 2 or 3 Outputs
Ultra-Wide input
MIL-STD 704-1399
MIL-STD 1275

35 to 350W PFCs
95-140 & 85-265VAC
Low Harmonic Distortion
MIL-STD 704, 1399
DO160 ABD100
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UNMANNED. .
vehicles

Navy asks Hydroid to
build large and small
unmanned submersibles
in $36.3 million contract
U.S. Navy explosive ordnance
disposal (EOD) experts need-
ed unmanned underwater ve-
hicles (UUVs) for ocean mine
countermeasures, reconnais-
sance, and mapping. They
found their solution from Hy-
droid Inc. in Pocasset, Mass.
Officials of the Naval Surface
Warfare Center Indian Head
Explosive Ordnance Disposal
Technology Division in Indi-
an Head, Md., awarded a $36.3
million contract to Hydroid
for UUVs that provide the mil-
itary force with very shal-

low water and shallow wa-
ter mine countermeasures as
well as underwater object lo-
calization tools. Hydroid will
provide an unspecified num-
ber of the MK 18 UUV fam-

ily of systems (FOS), which
consists of the MK 18 Mod 1
Swordfish—based on the Hy-
droid REMUS 100 UUV—and
the MK 18 Mod 2 Kingfish—
based on the Hydroid REMUS
600 UUV. The REMUS 100 UUV
is 5.25 feet long, weighs about
80 pounds, and is 7.5 inches in
diameter. It uses a recharge-
able lithium-ion battery that
lasts for 22 hours between re-
chargings, and the UUV can
dive as deeply as 400 feet. The
unmanned submersible is de-
signed to travel at speeds
from 3 to 5 knots. €

DARPA program to launch long-range UAVs
from small ships expands to five contractors

BY John Keller

ARLINGTON, Va. A U.S. military re-
search program that seeks to devel-
op a medium-altitude, long-endur-
ance unmanned aerial vehicle (UAV)
that can launch and recover from
relatively small ships for long-term
maritime surveillance has grown to
five separate contractors.

UAV experts from Carter Aviation
Technologies LLC in Wichita Falls,
Texas; Northrop Grumman Corp. in
Arlington, Va.; and Aurora Flight Sci-
ences Corp. in Manassas, Va., are the
latest companies to join the Tacti-
cally Exploited Reconnaissance Node
(TERN) program of the U.S. Defense
Advanced Research Projects Agency
(DARPA) in Arlington, Va.

The DARPA TERN program seeks
to overcome limitations of Navy
shipboard aircraft surveillance. He-
licopters are relatively limited in
their maximum distances and flight
times, for example, while fixed-wing
manned and unmanned aircraft
must operate from aircraft carriers
or large land bases with long run-
ways, although they can fly farther
and longer than helicopters.

Carter Aviation Technologies,
Northrop Grumman, and Aurora
Flight Sciences join AeroVironment
Inc. in Monrovia, Calif., and Mari-
time Applied Physics Corp. (MAPC)
in Baltimore on the initial phase of

the TERN program. Carter won a $2.2

million TERN contract on 6 Sept.;
Northrop Grumman won a $2.9 mil-
lion TERN contract on 6 Sept.; and
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Aurora won a $2.8 million on 17

Sept. AeroVironment and MAPC won

-

their TERN contracts in
August.

In the first
phase of the
TERN program,
experts from the
five companies

The number of companies
developing technologies for
UAVs that launch from small ships has
grown to five.

will study designs for an operational
TERN UAV, and plan for a prototype
flight demonstration in 2017.

Carter Aviation Technologies is an
aerospace research and development
firm that developed Slowed-Rotor/
Compound (SR/C) technology that
couples the speed, range, and effi-
ciency of an airplane with the verti-
cal takeoff and landing capability of
a helicopter. Carter’s SR/C technolo-
gy is scalable from very small UAVs
to large transport aircraft.

For the TERN program, Carter
Aviation Technologies is offering a
sea-based UAV with SR/C technolo-
gy to enable long-range and long-en-
durance performance. Company of-
ficials expect significant challenges
with recovering the UAV in heavy
seas and bad weather.

Aurora Flight Sciences, mean-
while, produces the Centaur option-
ally piloted aircraft, Orion long-en-
durance UAV, and Skate small UAV
that on first glance looks like a fly-
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ing pizza box. Northrop Grumman is developing a carri-

er-based unmanned combat aerial vehicle.

The TERN program seeks to combine the strengths of
aircraft bases on land and sea, by using small ships as
mobile launch and recovery sites for medium-altitude
long-endurance (MALE) fixed-wing UAVs, officials say.

The ultimate goal for a TERN UAV and launch system
to enable persistent ISR and strike capabilities with pay-
loads of 600 pounds while operating at ranges as long as
900 nautical miles from a host vessel.

The TERN system should be able to op-

_ erate from several relatively small ship
types in rough seas, including the 2,784-
ton Independence-class littoral combat
ship (LCS), which is 418 feet long and
104 feet wide, with a large aft-located

flight deck. Other ships of interest are am-
phibious transport docks, dock landing ships,
and Military Sealift Command cargo ships.

The program will produce a low-cost TERN prototype

UAV to demonstrate launch, recovery, and enabling

technologies.

DARPA plans to roll out TERN in three phases over
three or four years, culminating in a full-scale launch
and recovery demonstration. The first phase will in-
clude concept definition activities; the second phase
will mature technology, with preliminary design; and
the last phase will demonstrate a TERN prototype.

A second solicitation will be issued during the first
phase of the program for TERN Phase II and III work.

From the TERN contractors, DARPA officials are inter-
ested in novel launch and recovery techniques; aircraft
navigation; ship motion prediction; high lift devices;
high stroke recovery or arrestment devices; and com-
pact stowage arrangements. Other technologies of in-
terest include automated maintenance systems; robotic
deck handling; automated vehicle preflight checkout.

TERN envisions UAV systems for deep overland ISR
and strike missions without forward basing or host na-
tion help. Long radius of action enables access to re-
mote geographic areas while long endurance enables
persistent ISR and striking fleeting targets.

A relatively small ship deploying with two or more
UAVs could offer high-tempo ISR and strike operations
on an as-needed basis, DARPA officials say. The pro-
gram does not involve helicopters or airships.

TERN aims to make it easier, quicker, and less ex-
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pensive for the U.S. military to deploy ISR and strike air-
craft almost anywhere in the world, DARPA officials say.

The TERN medium-altitude, long-endurance (MALE)
UAV and automated launch-and-recovery system will be
able to launch a 600-pound payload and fly as far as 600
to 900 nautical miles from its host vessel.

The TERN program envisions a capability “like having
a falcon return to the arm of any person equipped to re-
ceive it, instead of to the same static perch every time,”
says Daniel Patt, the DARPA TERN program manager.

“About 98 percent of the world’s land area lies with-
in 900 nautical miles of ocean coastlines,” Patt explains.
“Enabling small ships to launch and retrieve long-endur-
ance UAVs on demand would greatly expand our situa-
tional awareness and our ability to quickly and flexibly
engage in hotspots over land or water.” €

FOR MORE INFORMATION visit Carter Aviation
Technologies online at www.cartercopters.com, Aurora
Flight Sciences at www.aurora.aero, AeroVironment at
www.avinc.com, and MAPC at www.mapcorp.com.

Unrivaled Vision

Birds of prey can see up to
8X better than humans.

..until Now

Z Microsystems’advanced
Real Time Enhanced Video
closes that gap.

Fog, Sand & Dust Infrared

@ Format agnostic. Improve digital & analog video feeds.
@ Effective in dozens of degraded visual environments.
(3] Integrated directly into our displays, handhelds, & table-top devices.

sales@zmicro.com = www.zmicro.com/mae

Z Microsystems, Inc.

TARY & AEROSPACE ELECTRONICS NOVEMBER 2013 31



http://digital.militaryaerospace.com/militaryaerospace/201311/TrackLink.action?pageName=31&exitLink=http%3A%2F%2Fwww.cartercopters.com
http://digital.militaryaerospace.com/militaryaerospace/201311/TrackLink.action?pageName=31&exitLink=http%3A%2F%2Fwww.aurora.aero
http://digital.militaryaerospace.com/militaryaerospace/201311/TrackLink.action?pageName=31&exitLink=http%3A%2F%2Fwww.avinc.com
http://digital.militaryaerospace.com/militaryaerospace/201311/TrackLink.action?pageName=31&exitLink=http%3A%2F%2Fwww.mapcorp.com
http://digital.militaryaerospace.com/militaryaerospace/201311/TrackLink.action?pageName=31&exitLink=http%3A%2F%2Fwww.militaryaerospace.com
http://digital.militaryaerospace.com/militaryaerospace/201311/TrackLink.action?pageName=31&exitLink=mailto%3Asales%40zmicro.com
http://digital.militaryaerospace.com/militaryaerospace/201311/TrackLink.action?pageName=31&exitLink=http%3A%2F%2Fwww.zmicro.com%2Fmae

applications

DATA COMMUNICATIONS

Navy chooses AN/SRQ-4 ship-to-helicopter data
link radios from L3 for situational awareness

U.S. Navy helicopter avionics experts needed a digital data link to enable
helicopters to share sensor information in real time with Navy and Coast
Guard surface ships. They found their solution from L3 Communications-
West in Salt Lake City.

Officials of the Naval Air Systems Command at Patuxent River Naval
Air Station, Md., announced a $6.7 million contract modification to L3 to
provide four Common Data Link Hawklink AN/SRQ-4 radio terminal sets
for the Navy and one for the U.S. Coast Guard.

The AN/SRQ-4 is the shipboard element
of a situational awareness system that links
the MH-60R helicopter with surface warships
in the area. It provides command and control
(C2), sensor data transfer, data link operation,
and built-in-test.

The system provides real-time use of
aircraft sensors to extend situational aware-

ness over the horizon by enabling surveillance helicopters to data-link
radar, video, networking, and acoustic data to Navy Arleigh Burke-class
destroyers, Ticonderoga-class cruisers, and Perry-class frigates. Its control
systems run on modern open-systems architectures, L3 officials say.

The AN/SRQ-4 supports anti-submarine warfare (ASW) and anti-ship
surveillance and targeting (ASST) missions; receives and distributes full-
motion video; is IP-enabled and built to work with future network-centric
applications; is compatible with the SAU7000 digital messaging interface;
and has ruggedized construction and modules that are qualified to Navy
shock and environmental standards.

The AN/SRQ-4 also has expanded CDL frequency range to support MH-
60R helicopter operations; makes the most of link performance by auto-
switching between open-loop pointing and closed-loop tracking, depend-
ing on the range between the helicopter and the ship; has a range of 100
nautical miles to the AN/ARQ-50 airborne terminal; and has built-in test.
FOR MORE INFORMATION contact L3 Communications-West online
at www?2.1-3com.com/csw, or Naval Air Systems Command at
www.navair.navy.mil.
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COMMUNICATIONS EQUIPMENT

Rockwell Collins to provide Navy
with aircraft radio communications

in $9.2 million contract

U.S. Navy aircraft radio communica-
tions experts needed electronic ra-
dios and related equipment for a va-
riety of aircraft. They found their
solution from Rockwell Collins in
Cedar Rapids, lowa.

Officials of the Naval Air Systems
Command at Patuxent River Naval
Air Station, Md., awarded Rockwell
Collins a $9.2 million contract mod-
ification for AN/ARC-210(V) aircraft
radios and related avionics commu-
nications equipment.

The AN/ARC-210 Gen V program-
mable digital communication sys-
tem from Rockwell Collins pro-
vides two-way, multi-mode voice
and data communications over fre-
quencies from 30 to 512 MHz, cov-
ering UHF and VHF bands with AM,
FM, and satellite communications
capabilities.

The ARC-210 radio also includes
embedded anti-jam waveforms, in-
cluding Have Quick and SINCGARS,
and other data link and secure com-
munications features for battlefield
interoperability and transfer of data,
voice, and imagery. The radios com-
municate with other avionics over a
MIL-STD-1553 data bus.
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The ARC-210 aircraft radio pro-
vides VHF close air support radio
communications on 30-88 MHz fre-
quencies; navigation on 108-118 MHz;
air traffic control on 118-137 MHz;
land mobile communications on 137-
156 MHz; and maritime communi-
cations on 156-174 MHz. The radi-
os also provide aircraft with UHF
military and homeland defense
communications on 225-512 MHz
frequencies; and public-safety com-
munications on 806-824, 851-869,
869-902, and 935-941 frequencies.

The AN/ARC-210 Gen V program-
mable digital communication sys-
tem conforms to software-defined
radio (SDR) tenets and architectures,
and transfers networked or point-to-
point data, voice, and imagery.

Rockwell Collins engineers also
have added a connector in the
back of the radio to allow an Ether-
net input for network-centric war-
fare. Rockwell Collins has supplied
more than 30,000 AN/ARC-210 radi-
os worldwide on over 180 different
kinds of aircraft for multiband, mul-
timode communications.

The ARC-210 also provides em-
bedded, programmable information
security per the U.S. National Se-
curity Agency (NSA) Cryptographic
Modernization Initiative.

The contract modification to
Rockwell Collins also calls for the
company to provide the Navy with
40 C-12561A/ARC control radio sets;
80 MT-6567/ARC mounting bases; 40
MT-7006 ARC amplifier mounts; 40

AM-7526/ARC high-power amplifiers;

40 MX-11745/ARC low-noise ampli-
fier (LNA) diplexers with high-pow-
er, radio-frequency switches; four
C-12561A reprogramming kits with
USB port connectors; and 80 RT-
1990©/ARC receiver-transmitters.

www.militaryaerospace.com

Rockwell Collins will do the work
in Cedar Rapids, Iowa, and should
be finished in July 2014.

FOR MORE INFORMATION contact
Rockwell Collins online at

www.rockwellcollins.com.

CABLING AND CONNECTORS
Navy to buy serial adapters
from Sealevel Systems for AN/
PRC battlefield radio systems
U.S. Navy radio communications ex-
perts needed a special radio adapt-
er to upgrade U.S. Marine Corps AN/
PRC networking radios to send and
receive Internet Protocol (IP) data
such as GPS maps, images, coordi-
nates, and IM-type communications.
They found their solution from Sea-
level Systems Inc. in Liberty, S.C.
Officials of the Naval Air Systems
Command at Patuxent River Naval
Air Station, Md., announced their in-
tention to award a sole-source con-
tract to Sealevel Systems for the
company’s ACC-188 USB synchro-
nous serial radio adapter to upgrade
fielded Harris and Thales AN/PRC
tactical radios to send and receive
battlefield data. The Sealevel cables
operate with standard PDA-184 soft-
ware developed by and available
from DISA which is currently in-
stalled on fielded radios.
Communications such as the
Harris Falcon III AN/PRC-152A
wideband networking handheld
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PRODUCT™M
applications

radio; the Harris AN/PRC-117G Fal-
con III wideband tactical radio; the
Thales AN/PRC-154 Rifleman radio;
and the Thales AN/PRC-148 fam-

ily of radios are software-defined
communications systems that meet
specifications of the Pentagon’s

Joint Tactical Radio System (JTRS).

These kinds of radios are for Ma-
rine Corps and Army infantry for
voice and data communications,
battlefield networking, and sending
data like maps, photos, video, and
GPS coordinates.

Deployed

Encoder
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Hybrid
Photodiodes
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2D MUX
Arrays

Multi-Element
Arrays

“API

Advanced Photonix, Inc’
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The Sealevel Systems ACC-188
USB synchronous serial radio adapt-
er and DISA software upgrades tacti-
cal radios to send and receive IP data
such as GPS maps, images, coordi-
nates, and IM-type communications.

The ACC-188 operates with stan-
dard PDA-184 software developed by
and available from DISA. The PDA-
184 software provides a graphical
user interface (GUI) that enables
radio users to transmit and receive
a variety of data types at relatively
high speeds.

The ACC-188 enables interoper-
ability among various radio brands
and models, such as the Harris and
Thales PRC radios. The ACC-188 is
compatible with radios with syn-
chronous communications ports us-
ing MIL-STD-188-184. The PDA-184
software is government-developed,
government-owned by DISA.

The DISA PDA-184 software im-
plements the MIL-STD-188-184 data
waveform; facilitates high-speed
data throughput; provides an easy-
to-use Java-based GUI; and runs in
Microsoft Windows 7 (32-bit), XP
(32-bit) or 2000.

The ACC-188 cable and integrated
assembly includes a printed circuit
board packaged as a bump in the
cable that provides a rugged, shield-
ed product designed to withstand
the effects of harsh environments.
One end of the cable has a standard
type-A USB connector to connect to
computers and peripherals, while
the other end has a connector spe-
cific to each brand or model of tac-
tical radio. €

FOR MORE INFORMATION contact
Sealevel Systems online at
www.sealevel.com, or Naval

Air Systems Command at
www.navair.navy.mil.
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Lockheed Martin Aculight to develop 60-kilowatt
laser to kill UAVs, rockets, and mortars

BY John Keller

HUNTSVILLE, Ala.—Laser weapons ex-
perts at Lockheed Martin Aculight
in Bothell, Wash., will help the U.S.
Army develop a 60-kilowatt fiber
laser module for a truck-mounted
laser weapon system intended to
shoot down enemy unmanned aer-
ial vehicles (UAVs), rockets, artillery
rounds, and mortars.

Officials of the Army Space
and Missile Defense Command in
Huntsville, Ala., intend to award a
sole-source contract to Aculight to
develop the 60-kilowatt laser mod-
ule for integration with the High
Energy Laser Mobile Demonstra-
tor (HEL MD)—a joint project of the
Army and the Boeing Co. Direct-
ed Energy Systems segment in St.
Louis.

The upcoming contract will ask
Aculight experts to capitalize on
technology developed under the
U.S. military’s Robust Electric La-
ser Initiative (RELI) such that they
can increase laser weapons power

Researchers at Lockheed Martin Aculight are
developing a 60-kilowatt fiber laser module
for a truck-mounted laser weapon system to
shoot down enemy unmanned aerial vehicles,
rockets, artillery rounds, and mortars.

www.militaryaerospace.com

from the 25 kilowatts demonstrated
in the RELI program to 60 kilowatts.
The HEL MD program is intended to
develop a laser weapon to counter
airborne threats with lasers of 50 to
100 kilowatts.

Aculight will build and integrate
additional RELI 2-kilowatt fiber la-
ser modules identical to those re-
quired for the RELI 25-kilowatt lab-
oratory laser, to reach 60 kilowatts
output power. Aculight experts will
characterize the RELI beam com-
bining fiber array and spectral
beam combiner for the higher ther-
mal loading imposed by the in-
creased power.

The laser will be integrated into
the HEL MD to support an upcom-
ing demonstration. Army officials
estimate it will be worth $23.8 mil-
lion over three years. This project is
a continuation of a succession of la-
ser weapons research programs to
ratchet-up the power of laser beams
to make them strong enough for fu-
ture generations of laser weapons.

The RELI program involves Ray-
theon Space Systems in El Segundo,
Calif,; the Boeing Directed Energy
Program in Albuquerque N.M., and
Lockheed Martin Aculight. Partners
on the RELI program are the Army
and U.S. Air Force. The U.S. Navy
also is expected to get involved. €

FOR MORE INFORMATION visit Lock-
heed Martin Aculight at www.lock
heedmartin.com/us/products/aculight.
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Raytheon to develop

new 3D electro-optical
imaging sensors
Electro-optics experts at the Ray-
theon Co. Space and Airborne
Systems segment in El Segun-
do, Calif., will help U.S. military
researchers develop new avi-
onics and vetronics electro-op-
tic sensors for target identifica-
tion and tracking under terms of
a new $19.4 million contract. Ray-
theon will do the work as part of
the second phase of the Military
Imaging and Surveillance Tech-
nology — Long Range (MIST-LR)
program, sponsored by the U.S.
Defense Advanced Research Proj-
ects Agency (DARPA) in Arling-
ton, Va. The MIST-LR program fo-
cuses on long-range geometric
and 3D imaging technology for
characterizing targets.

Raytheon to provide
midwave infrared sensor
turrets military helicopters
Officials of the Naval Air Systems
Command at Patuxent River Na-
val Air Station, Md., awarded a
$20 million order to the Raytheon
Co. Space and Airborne Systems
segment in El Segundo, Calif. to
provide AN/AAQ-29A electro-opti-
cal forward-looking infrared (FLIR)
sensor pods for CH-53K heavy-
lift helicopters and HH-60 special
operations helicopter. The light-
weight, high-performance FLIR
has a 480-by-640-pixel, 3-5 mi-
cron wavelength indium antimo-
nide midwave infrared detector
and a three-field-of-view tele-
scope on a 12-inch turret. The
FLIR pod helps helicopter pilots
with low-level navigation to high
altitude long-range targeting.€
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EMBEDDED COMPUTING

Rugged 3U OpenVPX data recorder
for radar, sonar, and imaging
introduced by Curtiss-Wright
Curtiss-Wright Controls Defense So-
lutions in Ashburn, Va., is introduc-
ing the VR-1257 rugged 3U OpenVPX
data recorder for demanding intelli-
gence, surveillance, and reconnais-
sance (ISR) applications like radar,
sonar, infrared imaging, and sen-
sor data capture in aircraft, ground
vehicles, and base stations. The
small-form factor data storage en-
gine captures high-volume continu-
ously streaming data without inter-
ruption for high-throughput reliable
data recording in a deployable 3U
VPX COTS system. The VR-1257 en-

ables system integrators to add data

recording for lab development and
rugged deployed environments. The
VR-1257 is for harsh-environment
air- and conduction-cooled applica-
tions. The rugged board has an In-
tel Core i7 processor and supports
system expansion via an XMC/PMC
mezzanine site. The mezzanine
module interface provides eight
lanes of Gen2 PCI Express to support
a wide range of high-speed data fab-
rics such as sFPDP, Gigabit Ethernet,
and 10 Gigabit Ethernet.

FOR MORE INFORMATION contact
Curtiss-Wright Defense Solutions

online at www.cwcdefense.com.

S

TEST AND MEASUREMENT

Agilent harnesses compute

clusters for fast system-

level validation and test

The Agilent Technologies System-
Vue platform for communications

e i | — I—¥
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and aerospace and defense sys-
tems design supports high-per-
formance distributed computing.
System architects of wireless, 4G
smartphone, and radar applica-
tions can now verify next-gener-
ation system performance up to
64 times faster using Linux-based
grid computing managers such
as the IBM Platform Load Shar-
ing Facility, according to a com-
pany representative. SystemVue
2013.08 introduces the W1712 Dis-
tributed Computing Eight-Pack,
which integrates with enterprise
grid managers and provides con-
current licensing for up to eight
dataflow simulations (and nec-
essary add-on libraries). Users
are also able to control simula-
tion jobs directly from the Sys-
temVue interface. SystemVue
2013.08 is now available for down-
load from www.agilent.com/find/

eesof-systemvue-latest-downloads.

FOR MORE INFORMATION contact
Agilent Technologies Inc. online at

wwuw.dgilent.com.
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To submit new products for consideration,
contact John Keller at jkeller@pennwell.com.

POWER SUPPLIES

Fanless power supply for

avionics, military, and missile

uses introduced by Gaia

Gaia Converter in Le Haillan, France,
is introducing the GPACK family of
configurable integrated power sup-
plies for avionics, aerospace, mili-
tary, and missile applications. The
GPACK is able to deliver as much as
800 watts without a fan in 24 to 28
volts DC. With input voltage ranges
of 9 to 45 volts or 16 to 80 volts, the
GPACK is an all-in-one, EMI, MIL-
STD-461, DO-160, and transient MIL-
STD-704 or MIL-STD-1275 reverse
polarity protected, single- or multi-
output power supply. The GPACK is
configurable with as many as four
independent output lines of 3.3, 5,
12, 15, and 28 volts. Each can deliv-
er as much as 200 watts that can be
serialized or parallelized and inde-
pendently trimmed by the user.

FOR MORE INFORMATION contact
Gaia Converter online at
wwuw.qgadid-converter.com.

DATA STORAGE
Rugged VPX data storage

modules for military embedded
computing introduced by Elma
Elma Electronic in Fremont, Calif.,

is introducing the 533x family of
dual-drive VPX data storage mod-
ules that provide more than 2 tera-
bytes of data storage in one system

www.militaryaerospace.com
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slot for military ground-based, ship-
board, and aircraft applications.
Target embedded computing appli-
cations include signals intelligence,
engine control, and mission-criti-
cal information storage. The data-
storage cards come with either solid
state SLC, MLC, or 2.5-inch rotat-
ing drives. The high-capacity stor-
age modules have a controller/car-
rier card configuration that enables
system expansion to meet increas-
ing storage needs. The 5330/1 boards
have a 4-port PCI Express to SATA II
3-gigabit-per second controller that
supports two on-board and two ex-
ternal SATA 3G drives or four exter-
nal drives. This enables systems de-
signers to implement the boards as
part of a multi-slot storage array us-
ing Elma’s 5332/3 series dual drive
storage carriers.

FOR MORE INFORMATION contact
Elma online at www.elma.co.

RUGGED COMPUTING

Rugged computer for planes,
trains, building equipment
introduced by MEN Micro

MEN Micro Inc. in Blue Bell, Pa,, is
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introducing h the BL50W mainte-
nance-free box PC for wireless appli-
cations. Its compact, rugged struc-
ture is for a wide range of mobile
environments including planes,
trains, buses, construction, and ag-
ricultural machines. Equipped with
four PCI Express Mini Card slots that
control as many as eight SIM cards
and a GPS interface, the BLSOW can
implement wireless functions such
as WLAN, UMTS, GPS, GSM, HSD-
PA, EDGE, and LTE. The rugged com-
puter also offers user-specific I/0,
nine antenna slots, and conduction
cooling. The box PC can operate as

a content server or hot-spot server,
and also can be used as a diagnostic
interface or for fleet management as
well as to implement vehicle-to-con-
trol center communications or for in-
ternet access in a train or airplane.

FOR MORE INFORMATION
contact MEN Micro online at
WWW.MeNmicro.com.

BOARD PRODUCTS

6U OpenVPX single-board

computer for radar and other signal
processing introduced by Mercury
Mercury Systems Inc. in Chelms-
ford, Mass., is introducing the En-
semble HDS6602 high-performance
6U OpenVPX single-board comput-
er for complex radar and other mas-
sively intensive embedded comput-
ing applications. The dual Intel Xeon
processor E5-2600 v2-based em-
bedded computing module should
be able to deliver peak symmetric
multi-processing (SMP) performance
of 608 billion floating point opera-
tions per second. The HDS6602 uses

MILITARY & AEROSPACE ELECTRONICS

the Mellanox ConnectX-3 technol-
ogy for InfiniBand or Ethernet as a
high-performance interconnect in
OpenVPX, and is powered by two
10-core Intel Xeon processors E5-
2648L v2 (codenamed Ivy Bridge-EP)
running at 1.9 GHz and supporting
to 128 gigabytes of memory.

FOR MORE INFORMATION contact
Mercury Systems online at

www.mrcy.com.

RF AND MICROWAVE

High-power GaN RF amplifier
introduced by Aethercomm
Aethercomm Inc. in San Marcos,
Calif,, is introducing the SSPA 6.000-
18.000-50 high-power super -broad-
band gallium nitride (GaN) RF am-

plifier. The RF and microwave
amplifier operates from 6 to 18 GHz,
offers high power over a multi-de-
cade bandwidth with power add-

ed efficiency, and operates at a base
plate temperature -40 to 55 degrees
Celsius. It is packaged in a modular
housing that measures 8.5 by 3.5 by
1.38 inches. €

FOR MORE INFORMATION contact
Aethercomm at www.aethercomm.com.
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PRODUCT & LITERATURE SHOWCASE

ST-9020 rugged computer
system with 20” display,
MIL STD shock & vibration
qualified

DU-19/U rugged monitor

For full line of rugged systems contact:

IBI SYSTEMS, INC.
6842 NW 20TH AVE, FORT LAUDERDALE, FL 33309
PHONE; 954-978-9225, WEB: www.ibi-systems.com

RUGGED DEPLOYABLE

RAID DATA STORAGE

itprotocs Ftye Chanel 545 s stem RPC24
+ 24 Solid State or Hard Disk Drives in only 2U of panel height
« Two Quickly Removable Storage Magazine
- each containing up to 12 HDDs or SSDs each
« Fault Tolerant, Hot Swap Components
- no single point of failure
« Sustained Read and Write Data Transfer Rates
- of over 5000 MB/sec and 3000 MB/sec respectively
* MIL-STD-810G , MIL-STD-46 1E Certified

AS9100 Rev (/IS0 9001: 2008 Certified
INTERMNATICMNAL

www.phenxint.com 714-283-4800

A Codec Like No Other

Concurrent recording and streaming
Up to 1920x1200 resolution
Local and external storage

Event marking
H.264 high profile compression

The DSx” 300 Delivers!

YN
RIGB SPECTRUM®
‘-' a visual communications company™

(510) 814-7000 www.rgb.com sales@rgb.com
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Know it all.
]

« Portable,

small footprint,
up to 90-day run
time unattended

* Shock, Vibration,
Temperature, Humidity,
Altitude, GPS

* 16-bit, full waveform capture,
up to 10kHz sampling rate

« Programmable timer-interval and
threshold event triggering

Lansmont
Lal)

831.655.6600
www.lansmont.com

Test Equipment | Instruments | Support Services
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Chris Kneizys

A specialist discusses custom techni-
cal solutions for signal transmissions
in some of the most challenging and
extreme environmental conditions.

Why are attentions turning to
cables, cable assemblies, wiring
harnesses, and connectors?

As electronic applications become
more advanced, our space, military,
and aviation customers are faced
with the challenge of ensuring long-
term reliability, while meeting or
exceeding more stringent require-
ments for performance and durabil-
ity under the most extreme condi-
tions. An electronic system is only
as strong as its weakest link.

Many customers are better un-
derstanding the “total cost of owner-
ship” when it comes to cable assem-
blies. When you consider buying the
cheapest product on the market, you
must consider what is the long-term
reliability of the product. For exam-
ple: Will I need to buy two for every
one needed by the system because

of breakages during installation with
a less-engineered product? Will I
have to replace the cable more often
in the life of the application using a
less-engineered product? If I need
technical support, will I get it or is
it even available? What is the long-
term liability, and are you putting
your company in financial risk with
a less-engineered product if it were
to fail in the field? What will your
end customer think of you if there is
a failure in your product because the
right cable assembly wasn't selected?
Quality and reliability are associ-
ated with consistency, which comes
at a premium through effective pro-
cess monitoring and tracking for re-
peatability of results.

Where are you seeing growth?
Despite the economic downturn,
the space industry has demonstrat-
ed resilience, and forecasts call for
about 10 percent growth per year
for the next 10 years. Unmanned
aerial vehicles (UAVs) make up the

Don’t miss a word

Access the rest of this conversation by visiting

www.militaryaerospace.com/LastWord or scanning
the QR code at left.
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BIO:

NAME: Chris Kneizys
TITLE: President

co.: Micro-Coax

ROLE: Provider of cable, assemblies,
connectors, and EMI shielding
solutions for communications,
radar, missile guidance, satellites,
aviation, and test systems.

CONTACT: WWW.Mmicro-coax.com

aerospace industry’s most dynamic
growth sector, catalyzed by the U.S.
military. The area we see additional
growth in is the civil aviation mar-
ket and the application of ARACON
shielding materials.

What advice would you offer?
First, space is considered to be among
the harshest environments for elec-
tronic systems and components.
Second, there is no option for failure;
there is no chance for repair or recall.
While quality (defined as meeting
specifications) is most important, re-
liability (defined as quality over time)
is the most important consideration.
Select suppliers based on their un-
derstanding of the long-term reli-
ability of the products they produce.
No one wants to be the engineer
who purchased a more “affordable”
cable assembly that caused an IED
(improvised explosive device) jam-
mer to malfunction or an ECM (elec-
tronic countermeasure) radar to be
20 percent less accurate three years
after installation. If a customer is
satisfied with the product’s reliabil-
ity/technical support and is com-
pelled to reduce costs, please work
with the suppliers who made the re-
liable components to drive a redesign
that is both affordable and reliable. €
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Engineering excellence

Complex aerospace and defense equipment is at risk from the
effects of unmanaged obsolescence before and after entering
service. e2v aerospace and defense delivers secure continuity
of supply with our Semiconductor Lifecycle Management
program (SLIM™), a new standard in semiconductor
obsolescence management. With extensive experience in

die banking, repackaging and testing of product to military
specifications, e2v aerospace and defense offers design,
development and re-engineering services combined with

the capability to store, test and package devices.

Contact us at:

e2v-us.com | 408 737 0992

Semiconductor Lifecycle Management
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